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Enabling multi-factor authentication integration
iIn Control Hub
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- To add an extra layer of security for Webex users in our organization, we are enabling multi-
factor authentication (MFA) in Control Hub. Users will have to enter a passcode from an
authenticator app on their mobile devices to sign in to Webex.

 When MFA is enabled, Webex users will have to use a time-based, one-time password
(TOTP) authenticator app, such as Duo (*recommended — free for both iOS and Android),
Windows Authenticator, or Google Authenticator. The authenticator app provides a TOTP
token for users to authenticate themselves to Webex.



Before you begin tpg:ese

* You will need to download the authenticator app.
v Find the app, download and install it.

APPLE STORE GOOGLE PLAY STORE }' Google Play
Duo Mobile .
Security made simple DUO MObIIe
Duo Security LLC D Security LLC

48 2K reviews Downloads
“ < s fadto vt




Signing in to your BizPhone App tpg:;LEzaa

* Run the BizPhone (with Webex) App and login with your email address, user ID
and password as usual.

‘ . )

Sign in

Start by entering your email address.

test|@out|ook.co m




Signing in to your BizPhone App (cont...)
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Download an authenticator app if you do not have one, or use your existing app to
sign in. When you click next in the BizPhone (with Webex) App, it will show you a

QR code.

U

Step one

Download an authenticator app

Your company is using multi-factor authentication.
Download or use an existing authenticator app to sign in.

Recommended

iPhone User: Get Duo in App_Store
Android User: Get Duo in Google Play

Next




Signing in to your BizPhone App (cont...) tpg::uzs:.

Open your authenticator app and add a new account. You can use the QR code or
Manual Activation to register your device. Please refer to the next page Adding

your account to your authenticator app for detailed instructions.

Manual Activation Code screen

QR Code screen

V) U

Step two

Step two
Set up authenticator

Set up authenticator
Enter this code into your authenticator app

Scan the QR code below by clicking on the plus + icon at

the top of your authenticator app to register your device.
MFYZ NKTV UMU4 2DK3

FYYB V3AC 3425 ANRO
72LK AOW3 Z7WE WV4N

Want to scan it? See QR code

« Click Next on the Webex QR Code screen or Manual Activation code screen.

« (Generate a new code with the authenticator app.
« Enter the code into the Webex login screen and click Submit.



Adding your account to your authenticator app t
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* Point your phone’s camera at the QR Code when prompted. This links the new authenticator
account with your Webex identity.

4:54 il @)
4:54 R 4:54 A
< Back < Back

Add Account

Scan the QR code from your computer
CIsco Cisco
Welcome to Add your account
Duo Security Use a QR code or view the account list for

Let's set up your account to protect other options.

your identity.

Use a QR code




Adding your account to your authenticator app tpg::LEssa
- Using QR Code (cont...)

4:57 ol ¥ @D 4:57 HHECH B 4:57 T e

Name account Accounts Add e Accounts Add °

Organization
Third-Party Third-Party Third-Party

test@outlook.com test@outlook.com

Account name

test@outlook.com

Passcode eeeeoee Show Passcode 973 353 Copy

Username or email to be displayed for
this account.

28s until refresh

“test"” testing tester




Adding your account to your authenticator app
- Using Manual Activation code
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* use the code displayed on the screen to links the new authenticator account with your Webex
identity.

11140 uac @ @ 1R

utac @ 1140 utac @
Back
< (@C“Reddit < Add account
&> salesforce Add other account
A ( 1\ @ Signal Sciences Activation code
cisco / ‘-
-‘! £ \ ’ :ﬁ" Slack |
. You can get this code in the application's
= ijg Snapchat settings or help menu.

SourceForge Next
Add your account B st
Use a QR code or view the account list for
other options. a AT

@ Tresorit
t Tumblr

W Twitter : ‘ 5 .
Use a QR code | iiiigﬂjiii
Uber

@ WordPress . i
Use activation code 123 space done

Add other account




Reset Authenticator

*|If a user gets a new mobile device or
needs to reset the authenticator, use the
“Reset Authenticator” link when prompted
for a Webex MFA 6-digit passcode, so they
can re-enroll with the authenticator app.

tpg

Enter 6 digit passcode
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